Differential privacy without a central database

Boston Differential Privacy Summer School, 6-10 June 2022

Uri Stemmer

About this course

* The local model v

* The shuffle model v/

* Streaming/online settings v
* Differential privacy as a tool



Differential privacy as a tool
Today’'s Outline

|:> 1. DPis the enemy of overfitting
2. Application to answering adaptive queries

3. Application to adaptive streaming



Find the next number of the sequence

1,3,5,7,?



Find the next number of the sequence

1,3,5,7,?

Correct solution

217341



Find the next number of the sequence

1,3,5,7,?

Correct solution

217341

Because when

18111 633885
> x* — 90555 x3 + > x4 — 452773 x + 217331

flx) =

)
& f=1 very . .
Many Mathe f EZ% =3 Y logic
f(3) =5 XX
f(4) =7 @o)(
| f(5) = 217341 |




Find the next number of the sequence

1,3,5,7,?

Correct solution

217341

Because when




The Generalization Properties of DP (“anti overfitting”)

Warmup 1:
* Let D be a distribution over a domain X, and fix a predicate h: X — {0, 1}

°* LetS ~ D" Then by the Hoeffding bound, w.h.p. we have % Yres h(xX) = E,_plh(x)]



The Generalization Properties of DP (“anti overfitting”)

Warmup 1:
* Let D be a distribution over a domain X, and fix a predicate h: X - {0, 1}

°* LetS ~ D" Then by the Hoeffding bound, w.h.p. we have % Yres h(xX) = E,_plh(x)]

Warmup 2:

* Let® be adistribution over a domain X

* Let A:X™ — 2% be an algorithm that takes a sample and outputs a predicate
° LetS ~ D"andlet h « A(S)

* Can we claim that the empirical average is close to the expectation?

* Not in general. E.g., A might choose the function h(x) = 1{x € S}



The Generalization Properties of DP (“anti overfitting”)

Warmup 1:
* Let D be a distribution over a domain X, and fix a predicate h: X - {0, 1}

°* LetS ~ D" Then by the Hoeffding bound, w.h.p. we have % Yres h(xX) = E,_plh(x)]

Warmup 2:

* Let® be adistribution over a domain X

* Let A:X™ — 2% be an algorithm that takes a sample and outputs a predicate
° LetS ~ D"andlet h « A(S)

* Can we claim that the empirical average is close to the expectation?

* Not in general. E.g., A might choose the function h(x) = 1{x € S}

Theorem [DFHPRR'15, BNSSSU'16]:

* Let A:X™ — 2% be a differentially private algorithm that outputs a predicate h: X — {0, 1}
° Let ® be adistribution over X

° LetS ~ D"andlet h « A(S)

* Then w.h.p. we have % Dres h(x) = Eyplh(x)]




The Generalization Properties of DP (“anti overfitting”)

Here we explain only why this is true in expectation, i.e., SIED |h(S)] = s[Eza |h(D)]

h<A(S) h<A(S)

Theorem [DFHPRR'15, BNSSSU'16]:

* Let A:X™ — 2% be a differentially private algorithm that outputs a predicate h: X — {0, 1}
° Let ® be adistribution over X

° LetS ~ D"andlet h « A(S)

* Then w.h.p. we have % Dres h(x) = Eyplh(x)]




The Generalization Properties of DP (“anti overfitting”)

Here we explain only why this is true in expectation, i.e., SIE@ |h(S)] = S[E@ |h(D)]

h<A(S) h<A(S)

Consider 2 experiments:

e S=(X1,.,x,) ~D e S=(x1,.0,x,) ~D
e i ) {1,2,...,"} A~ e i ER {1,2, ,n}

e h < A(S) DP * h< AN\ {x;})

* Return h(x;) * Return h(x;)

Theorem [DFHPRR'15, BNSSSU'16]:

* Let A:X™ — 2% be a differentially private algorithm that outputs a predicate h: X — {0, 1}
° Let ® be adistribution over X

° LetS ~ D"andlet h « A(S)

* Then w.h.p. we have % Dres h(x) = Eyplh(x)]




The Generalization Properties of DP (“anti overfitting”)

Here we explain only why this is true in expectation, i.e., SIE@ |h(S)] = S[E@ |h(D)]

h<A(S) h<A(S)

Consider 2 experiments:

e S=(X1,.,x,) ~D e S=(x1,.0,x,) ~D
e i ) {1,2,...,"} A~ e i ER {1,2, ,n}
e h«A ~ |e heaA iD
. Return D P * Return @
h on a random h on a random
element of S element of ©

Theorem [DFHPRR'15, BNSSSU'16]:

* Let A:X™ — 2% be a differentially private algorithm that outputs a predicate h: X — {0, 1}
° Let ® be adistribution over X

° LetS ~ D"andlet h « A(S)

* Then w.h.p. we have % Dres h(x) = Eyplh(x)]




Differential privacy as a tool
Today’'s Outline

/1. DP is the enemy of overfitting
|:> 2. Application to answering adaptive queries

3. Application to adaptive streaming



Recall: The Statistical Queries Model

® Let ® be an unknown distribution over a domain X
® Consider a data analyst who wants to learn properties of ®
® The analyst interacts with D via statistical queries:

In each step, the analyst specifies a predicate h: X — {0, 1} and obtains an estimate for E, _g[h(x)]

h,

ay = Ey.plhy(x)] R o &

h,

a; = IEx~D [hZ (x)] o

Unknown dist. ©

over domain X : Data analyst



Recall: The Statistical Queries Model

® Let ® be an unknown distribution over a domain X
® Consider a data analyst who wants to learn properties of ®
® The analyst interacts with D via statistical queries:

In each step, the analyst specifies a predicate h: X — {0, 1} and obtains an estimate for E, _g[h(x)]

h,

a; = E, plhy(x)] R

iid

h,

a; = IEx~SD [hZ (x)] o

Unknown dist. D
over domain X Mechanism M that e Data analyst

answers queries



Recall: The Statistical Queries Model

® Let ® be an unknown distribution over a domain X
® Consider a data analyst who wants to learn properties of ®
® The analyst interacts with D via statistical queries:

In each step, the analyst specifies a predicate h: X — {0, 1} and obtains an estimate for E, _g[h(x)]

h,

a; = E, plhy(x)] R

iid

h,

a; = IEx~D [hZ (x)] o

Unknown dist. D
over domain X Mechanism M that e Data analyst

answers queries

We want: w.h.p. Vj, |a]- — IExN;D[h]-(x)“ <a
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* The challenge is that the analyst can choose its queries adaptively
o :
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Step back: Non adaptive game

iid

ai, as, ..., ag

Unknown dist. ®
over domain X Mechanism M that Data analyst

answers queries

Natural solution: Answer every h; with its empirical avg a; = h;(S)

Hoeffding: w.h.p., h;(S) = h;(®) forall i, provided n = %logk

Can answer exponential number of non-adaptive queries!

Notation: h(D) = Ey.p[h(®¥)] , h(S) =31, h(x;)
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Can we answer with empirical average, i.e., answer every
: 1
h with h(S) = ;Z?ﬂ h(x;) ?
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Answering every h; with h;(S) fails after 1T query
« DomainX ={1,2,...,2n}
e Database S with 1 iid uniform samples from X
Goal: After 1 query, find h s.t. h(S) > h(D)
Step 1: Recover the database
® Define h1(x) = 0.000000 ...01, and query h{(S) =?

#zeroes = x - logn

® Observe: low-order bits of h{(S) reveal all entries of S

Step 2: Overfitting

1 , x€8§
0 , x&8§

® Observe: h,(S)=1 but hz(CD)S%

® Define hy(x) = {

Takeaway: Learning info about the data set allows the analyst to overfit
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answers queries

So far: reusing the data and answering with empirical
average does not work



Natural approach #2: Data splitting
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Natural approach #2: Data splitting

* Divide the data set into k chunks of size n/k each

* Answer h; using its empirical mean on chunk i

hq
X1 <€
= S;={ a, = hi(S1)
(X1) Xn/k
X
id :2 An/k+1) | h2
e A e a; = hy(S,)
: X £ < -
2n/k .
\XnJ h, Data analyst
over domain X Xn-n/k+1 )| €
Si= : ay = hi(Si)
Xn
Mechanism M

Upside: Can ignore adaptivity and use Hoeffding/Chernoff
Downside: With this approach we need n > k/a?
But, we can do better!
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Theorem [DMINS’06] Theorem [DFHPRP’15, BNSSSU’16]

There is an efficient private alg. estimating — There is an efficient alg. answering
the empirical average of ~ n? adaptive ~ n? adaptive queries on the
queries using a database of size n distribution using n iid samples
id R X, < ';
: 2 >

Xn :

A \aer’s n

Unknown dist. ® <€ k

over domain X Mechanism M that aj q Data anaIYSt

answers queries

Assume M is (g, 6)-DP mechanism that approximates the empirical average of k adaptively chosen queries
Then the answers a4, ..., a; are the result of a private computationon §S
By post-processing, the queries h4, ..., h;, are also the result of a private computationon S
But then for every i we havea; = h;(S) ~ h; (D)
N——r N——r
by (1) DP generalization
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Classical vs. Adaptive streaming

* Randomized algorithms are often analyzed under the assumption that their internal
randomness is independent of their inputs

* This is a reasonable assumption for offline algorithms, which get all their inputs at once,
process it, and spit out the results

* However, in interactive settings, this assumption is not always reasonable: future

inputs may depend on previous outputs, and hence, depend on the internal
randomness of the algorithm

Takeaway: We want to design algorithms providing provable guarantees even for adaptive inputs
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The Adversarial Streaming Model o

* Fix a function g mapping a (prefix of the) stream to a real number, and an approximation parameter a
— E.g., g might count the number of distinct elements in the stream

* Two-player game between a (randomized) StreamingAlgorithm and an Adversary

In the ith round:
1. The Adversary chooses an update u; for the stream, which can depend on all previous stream
updates and outputs of StreamingAlgorithm
2. The StreamingAlgorithm processes the new update and outputs its current response z;

* The goal of the Adversary is to make the StreamingAlgorithm output an incorrect response z; at some point i
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* Fix a function g mapping a (prefix of the) stream to a real number, and an approximation parameter a
— E.g., g might count the number of distinct elements in the stream

* Two-player game between a (randomized) StreamingAlgorithm and an Adversary

* Inthe ith round:
1. The Adversary chooses an update u; for the stream, which can depend on all previous stream
updates and outputs of StreamingAlgorithm
2. The StreamingAlgorithm processes the new update and outputs its current response z;

* The goal of the Adversary is to make the StreamingAlgorithm output an incorrect response z; at some point i

Do oblivious streaming algorithms work in the adversarial model?

* Deterministic streaming algorithms are adversarially robust

- However, many streaming algorithms provably must be randomized [AMS ’96]

* Many of the randomized streaming algorithms are not adversarially robust

Informal takeaway: The difficulty with adversarial streaming is that as time goes by the adversary might
learn information about the internal randomness of the algorithm
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Every item in the stream is a pair (u;, A;)
where u; € R" is a standard basis vector and
A; € Ris its weight
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* Every item in the stream is a pair (u;, A;) 1. Let A be txn matrix with entries uniformly in {+1}
where u; € R" is a standard basis vector and 2. Initiatey =0 € R?
A; € Ris its weight 3. Fori=1,2,..,mdo:

* Obtain the next update vector v; = A; - u;

* At every time step i, the goal is to estimate
* lety<y+A4-v;
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2
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= Every (a, - f)? is an unbiased estimator for || f||5

Averaging over t reduces variance and improves estimation
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* Every item in the stream is a pair (u;, A;)
where u; € R" is a standard basis vector and
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1. Let A be txn matrix with entries uniformly in {+1}
2. Initiatey = 0 € Rt
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* Obtain the next update vector v; = A; - u;
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Averaging over t reduces variance and improves estimation
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3. new « H—A - WH
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4. If new > old then w « w — g;
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Analysis
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* After the ith update, respond with % ||A - f(‘)”2 =

2
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Analysis
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Adversary for the AMS Sketch

Recall AMS sketch
* Random matrix A € {+1}*"

~ 112
* After the ith update, respond with % ||A - f(‘)”2 =

HW13, BJIWY20

1, (i)‘
7T

2
where f(i) =AU+ + Ay
2

The attack
* Setw« C-+t-eq
For i=2,3,...,m = 0(t) do
2
1
1. old « HEA - WHZ

2.

W< W+ e;

2
1

3. new« |[=A-w
vt 2

4.

If new > old then w « w — ¢;

Analysis
* At all times IIWII% > C? - t by init

2
— Suffices to show that \%A - WH drops below €%/2 - t
2

* new; = %A-(W‘l‘ei) z
— %A : w”z + H%A - e; z + 2 <%Aw, %Aei>
=old; + 1+ 2 <%AW, %Aei>
* So, new; —old; = 2 <1AW, iAe->
i i NG NrRiad

This inner product is symmetric, and is “negative enough” with constant prob.



Adversarial Streaming via Differential Privacy

Thm (proven in the next slide):
Oblivious alg A => Adversarially robust alg using space O (\/ﬁ : Space(c/l))

The idea is to protect the internal randomness of the algorithm using differential privacy

This limits (in a precise way) the dependency between the internal randomness of the algorithm and the
choices of the adversary

Notice that differential privacy is not used here for data privacy. We are not protecting the privacy of the data
items in the stream; only the secrecy of the internal randomness.
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Input: Collection of k = y/m random strings R = (1, ..., 1) € ({0, 1}
1. Initiate k independent instances A4, ..., A} of the oblivious algorithm A with random strings ry, ..., ry
2. Fori=1,2,.. m:

a) Receive next update u;

b) Insert update u; into each of Ay, ..., Ay and obtain answers Vit - Yik

C) Outputz; = PrivateMedian(yi'l, ...,y,-'k)
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Input: Collection of k ~ +/m random strings R = (14, ..., 1) € ({0,1}")k

1. Initiate k independent instances A4, ..., A} of the oblivious algorithm A with random strings ry, ..., ry
2. Fori=1,2,.. m:

a) Receive next update u;
b) Insert update u; into each of Ay, ..., Ay and obtain answers Vit - Yik

C) Outputz; = PrivateMedian(yi'l, ...,y,-'k)

Analysis idea:
* B is differentially private w.r.t. the collection of strings R
* Fixi € [m] and letu; = (uy, ..., u;) denote the first i updates

* Let c/l(r, Tii) denote the output of A after the ith update when it is executed with randomness r on stream U;
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* Consider the function f3 () = ]l{afl(r, Tii) E(1+a) -g(ﬁ’i)}
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Input: Collection of k = y/m random strings R = (1, ..., 1) € ({0, 1}
1. Initiate k independent instances A4, ..., A} of the oblivious algorithm A with random strings ry, ..., ry
2. Fori=1,2,.. m:
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b) Insert update u; into each of Ay, ..., Ay and obtain answers Vit - Yik
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Analysis idea:

* B is differentially private w.r.t. the collection of strings R

* Fixi € [m] and letu; = (uy, ..., u;) denote the first i updates
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* So, most of the y; ;’s are accurate, and hence, any approximate median is also accurate
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Input: Collection of k = y/m random strings R = (1, ..., 1) € ({0, 1}
1. Initiate k independent instances A4, ..., A} of the oblivious algorithm A with random strings ry, ..., ry
2. Fori=1,2,.. m:

a) Receive next update u;

b) Insert update u; into each of Ay, ..., Ay and obtain answers Vit - Yik

C) Outputz; = PrivateMedian(yi'l, ...,y,-'k)

Analysis idea:

* B is differentially private w.r.t. the collection of strings R

* Fixi € [m] and letu; = (uy, ..., u;) denote the first i updates

* Let c/l(r, Tii) denote the output of A after the ith update when it is executed with randomness r on stream U;

* Consider the function f3 () = ]l{afl(r, Tii) €E(1+a) -g(ﬁ’i)}

* Observe that U; is the result of a private computation on R (post-processing B’s answers), and hence, so is fﬁi
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Oblivious Alg A = Adversarially Robust Alg B with Space 0 (\/ﬁ - Space (.-/l))

Input: Collection of k ~ +/m random strings R = (14, ..., 1) € ({0,1}")k
1. Initiate k independent instances A4, ..., A} of the oblivious algorithm A with random strings ry, ..., ry
7?7 Fori=12 _m:

These ideas can be formalized to show the following theorem:

Let A be an oblivious alg for g. There is an adversarially robust alg B for g using space 0 (M - Space(cfl))

* B is differentially private w.r.t. the collection of strings R

* Fixi € [m] and letu; = (uy, ..., u;) denote the first i updates

* Let c/l(r, Tii) denote the output of A after the ith update when it is executed with randomness r on stream U;

* Consider the function f3 () = ]l{afl(r, Tii) E(1+a) -g(ﬁ’i)}

* Observe that U; is the result of a private computation on R (post-processing B’s answers), and hence, so is fﬁi
. . 1 . 1

* By the generalization properties of DP we have a Z}‘zl ﬂ{yi,j is accurate} R Z}‘zlfﬁi(rj) ~ Er[fai(r)] ~1

* So, most of the y; ;’s are accurate, and hence, any approximate median is also accurate
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Oblivious Alg A = Adversarially Robust Alg B with Space 0 (\/ﬁ - Space (Jl))

Input: Collection of k ~ +/m random strings R = (14, ..., 1) € ({0,1}")k
1. Initiate k independent instances A4, ..., A} of the oblivious algorithm A with random strings ry, ..., ry
7?7 Fori=12 _m:

These ideas can be formalized to show the following theorem:

Let A be an oblivious alg for g. There is an adversarially robust alg B for g using space 0 (M - Space(cfl))

Main Takeaway:

* Differential privacy can be used to “hide” the internal randomness of the streaming algorithm from the
adversary

* Intuitively, this brings us back to the oblivious setting, where guaranteeing accuracy is significantly easier

— - — - = — - — - o—0

(1-a)- g(u;) (1+a) - g(u;)
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* Similar to adversarial streaming, except that the focus is on runtime instead of space

* Example: Consider a dynamic graph problem where on every time step:
* The current input specify one edge modification to the graph (either add or remove an
edge)

* We process this input and output a modified approximation for the size of the global
min-cut in the graph



Another application:
Dynamic algorithms with adaptive adversaries

Similar to adversarial streaming, except that the focus is on runtime instead of space

Example: Consider a dynamic graph problem where on every time step:
* The current input specify one edge modification to the graph (either add or remove an
edge)

* We process this input and output a modified approximation for the size of the global
min-cut in the graph

The hope is that since only one edge was changed, then we won’t need to re-compute the
size of the global min-cut from scratch. The focus in this line of works is on designing
algorithms with fast response time

Using DP to protect the internal randomness currently results in the fastest algorithms for
the adaptive setting



Conclusion
Main Takeaways:

* Strong connection between ability of adaptive computations to remain
faithful, and the amount of information that they leak

 Differential privacy plays a key role in the state of the art methods



Differential privacy without a central database
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The local model

°* What is the model?

°* Computing histograms

* Computing averages

®* C(lustering

°* LDP vs. statistical queries

°* Impossibility result for histograms
* |nteractive LDP protocols

The shuffle model

* Secure Multiparty Computation (MPC)
°*  What is the shuffle model

* Counting bits

Robustness in the shuffle model
Negative result for the shuffle model
Interaction

3) Streaming/online settings

Private streaming algorithms
Privacy under continual observation

4) Differential privacy as a tool

DP is the enemy of overfitting
Application to answering adaptive
gueries

Application to adaptive streaming



